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Course Overview

This foundational course provides an overview of cybersecurity principles and data privacy concepts
essential for protecting information in today’s digital landscape. Students will gain an understanding of
key threats, best practices in cybersecurity, regulatory frameworks, and strategies for ensuring data privacy.

Course Objectives

. Understand the fundamentals of cybersecurity and data privacy.

. Identify and analyze common cyber threats and vulnerabilities.

. Explore data protection regulations and compliance requirements.
. Develop practical skills in implementing cybersecurity measures.

Course Outline

e Module 1: Overview of Cyber Security

e Module 2: Cyber Threats, Vulnerabilities, Attacks and Cyber Enabled Financial Crimes
e Module 3: Cybersecurity Frameworks and Regulatory Landscape

e Module 4: Protecting Information Systems and Data

e Module 5: Data Privacy Overview

e Module 6: Principles for Data Management

* Portfolio of Evidence

For more info or registration:

www.navigatelearning.io/apply-cdp
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Your Learning Journey

Certified Digital Practitioner CDP (SA): Professional Learning Programmes

Orientation
and Access to
Study Content

R

Combination of
contact sessions,
online workshops
and self-paced
learning

Combination of
contact sessions,
online workshops
and self-paced
learning

A portfolio of evidence is a collection of work that demonstrates a
student's learning progress, skills, achievements, and understanding of

specific topics or competencies. It serves as a tangible representation of

a learner's efforts that is used for assessment and certification.

Combination of
contact sessions,
online workshops
and self-paced
learning

<----.

Preparation for
the submission of
a Portfolio of
Evidence

Submission of a
Portfolio of
Evidence.
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